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ABSTRACT

The development of technology in recent years has been very rapid, there are
still many people who use short message technology, but the security aspect is
not guaranteed. People who exchange information are at risk of having
information content theft during the delivery process, for that it is necessary to
encrypt messages before sending and decrypt them to be read so that they are
not easily misused by unauthorized people. With Rivest Cipher 6 and Blowfish
cryptographic algorithms, this model is a symmetric key algorithm in the form
of a block cipher that can answer message security. This method is suitable for
maintaining message security. In this paper, a number of aspects of
cryptography will be discussed as well as the basic concepts of cryptography.
The purpose of the application is designed to be able to implement the Rivest
Ciper 6 and Blowfish algorithms. Rivest Chiper 6 and Blowfish algorithms
implemented on android smartphones can encrypt messages before they are sent
and decrypt messages when they are received, by using two message security
encryption options, users can distinguish the results of the two algorithms and
become more secure. In the encryption and decryption process, a key is needed
to scramble and restore the contents of the message. The key is obtained when
the sender and recipient met previously can also send the key through the
application but the key sent will be immediately deleted by the application so

that others do not know the key to open the message.

1. Introduction

The development of technology for the past few
years has been very rapid, especially in information
technology, one of which is cellular telephones. The
features and sophistication of cellular phones began to
appear until the so-called smartphone, which has
various functions such as multimedia, multiplayer
games, data transfer, video streaming and others.

Smartphones have many features, but many
people still use old features such as short message
services or SMS (Short Message Service) via
smartphones. SMS is one of the facilities provided by
smartphones to send data in the form of short
messages. However, with the existing SMS facility,
the question begins to arise if someone wants to send
confidential information through the SMS facility
whether the security of the SMS can be guaranteed so
that the contents of the SMS can only be read by the
sender and the recipient. Along with current
technological developments, there are also problems
related to the level of security of these services[1].
The ease of exchanging information via SMS is
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abused by some people in various ways trying to steal
information.

To secure SMS using Cryptography, there is an
encryption and decryption process. Encryption is the
process of converting plaintext (readable messages)
into ciphertext (unreadable messages). The opposite
of Encryption is Decryption. By encrypting the
contents of the SMS, the level of information security
of a message can be increased.

Research [2] with the title implementation of the
rc-6 cryptographic algorithm for securing text data.
RC6 is a synchronous stream cipher that can be run
with a variable key and encrypts a plaintext digit by
digit with a symmetric key.

Research [3] with the title analysis and
implementation of double encryption and description
combination of blowfish algorithm and triple des
algorithm for sms on android smartphones. The
results Text messages will be encrypted using the
blowfish algorithm then the message will be
encrypted again with the triple DES algorithm, and
SMS is sent to the recipient. The blowfish algorithm
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and triple DES algorithm are implemented on android
smartphones which are expected to encrypt SMS
before it is sent and decrypt the SMS when it is
received. By using double encryption, SMS security
becomes more secure and the encryption and
decryption time does not take a long time and the
Avalanche Effect value is good.

Research [4] based on Comparative Analysis of
Rivest Code 5 Symmetrical Algorithm with Rivest
Code Symmetrical Algorithm 6. For the experiments
carried out on the RC5 algorithm the execution time
for the generation of keys (set -up key) is very fast,
which is about 9 -10 ns, a trial carried out on the RC6
algorithm execution time for the key generator (set up
key ) faster than 10 -11 ns. In the encryption and
decryption process, the execution time depends on the
size or size of the plaintext file. The larger the size of
the plaintext file, the longer the execution time.

Research [5] based on A Comparative Study
MD5 and SHAL Algorithms to Encrypt REST API
Authentication on Mobile-Based Application. Based
on Brute Force Attack testing the SHAL encryption
algorithm has the advantage of being stronger, but the
time needed for encryption is slower when compared
to the MD5 algorithm. Even though it's more tethered,
the difference in encryption time needed is only 37.1
ms, so that SHAZL is still considered relevant for
implementing security systems and REST API
authentication on a mobile application.

Based on the background of the implementation of
several previous studies as the basis and comparison
of the renewal of the implementation of this research,
a research will be carried Implementation of Rivest
Ciper 6 and Blowfish Algorithm in Mobile-Based
Short Message Cryptography.

2. Research Methods
In carrying out the research, there are several
stages or steps to Implementation of Rivest Ciper 6
and Blowfish Algorithm in Mobile-Based Short
Message Cryptography. The research model used in
this study is the waterfall model. The waterfall model
has several stages that will be carried out for this
research. The stages in the waterfall model [6],
namely:
2.1 System Development Model
The research model used in this study is the

waterfall model. The waterfall model has several
stages that will be carried out for this research. The
stages in the waterfall model, namely:
a. Needs analysis

The process of gathering requirements is carried out
intensively to specify software requirements so that it
can be understood what kind of software users need.
b. System design

Software design is a multi-step process that focuses
on the design of a software program including data
structures, software architecture, interface
representation, and coding procedures. This stage
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translates  software  requirements  from  the
requirements analysis stage to the design
representation so that it can be implemented into a
program at a later stage. The software design
produced at this stage needs to be documented.

¢. Program code generation

In this third stage, the design must be transformed
into a form that can be understood by the machine,
namely into a programming language through the
coding process. This stage is the implementation of
the design stage.

d. Testing

The fourth stage is the application testing process
from the needs of each previous stage to ensure that
there are no more errors or bugs in the application
made.

e. Program implementation

The final stage in the waterfall model. Software that
has been finished, run and carried out maintenance.
Maintenance includes fixing errors not found in the
previous step as well as application development such
as adding new features [7].

The waterfall model is very suitable for user needs
that are well understood and the possibility of
changing requirements during software development
is small. The positive thing about the waterfall model
is that the structure of the system development stage is
clear and a stage is executed after the previous stage is
completed. This model is used because it is a practical
method and quite cost-effective because all the
parameters needed and the desired results can be
directly modeled and simulated using a computer
program (Personal Computer) in the form of software.

2.2 Object Oriented Programming Method

Object-oriented programming is used in this
paper because it has many advantages in handling
complex tasks. With OOP the codes that we make are
more neat and structured, the process of reusing the
codes that we make for almost the same project, is
easy because the code we make is neat and structured.
So to change or reuse code is not difficult anymore,
the concept is per module. If the error is definitely
easy to spot because it can be read from the function
we call, it will make it easier for us to create and read
our code (code efficiency). The concept of OOP also
makes it easier for us to analyze the program we are
going to make, this will be very pronounced if we
make large and difficult programs[8].

2.3 System Development Tools
At this writing, the tools or tools used to develop

the system are UML (Unified Modeling Language)
tools, which consist of [9] [10]:
a. Use Case Diagrams

Use Case Diagram is a system modeling consisting
of actors and then connected with use cases on the
system that is made, this diagram illustrates how the
connection between actors and application systems.



Through the use case diagram, it can be seen what
functions are contained in this cryptography
application system and short message compression.

b. Activity Diagrams

Activity Diagram describes the flow of work (work
flow) or activities of a system. Activity diagrams
display activities that occur in the use case, not what
actors do, but activities that can be performed by the
application system.
d. Class Diagrams

Class diagrams are the essence of object-oriented
design and development, as well as how users and
application systems can interact with each other to get
the desired results.
e. Sequence Diagrams

Sequence Diagrams in this study describe the
interaction between objects in the form of sending
data between objects in the system that are arranged in
a sequence or time series. The interaction between
objects can be in the form of messages (messages),
users (users), and displays (displays).

2.4 Rivest Chiper 6 (RC6) and Blowfish Algorithm

In this study, the researcher implemented an
application with the Rivest Chiper 6 (RC6) and
Blowfish algorithm[11]. This algorithm will be
applied in the encryption and description process in
the application that will be made by the researcher
[12]. This algorithm is used for the process of
encrypting and decrypting messages so that they are
kept safe [13][14].

3. Results and Discussion
3.1 Encryption and Decryption Process

The RC6 algorithm works with four registers A,
B, C, D, each of which is w-bit in size, these registers
will be filled by plaintext which will then be used
during the encryption process and after the encryption
process ends the contents of these registers are
ciphertext. The first byte of plaintext or ciphertext will
be stored in the least significant byte of A and the last
byte of plaintext or ciphertext will be stored in the
most significant byte of D. The encryption and
decryption process of the RC6 algorithm uses six
basic operations:

1. a+b=summation integer modulo 2w

2. a-b=subtraction integer modulo 2w

3. a @ b = operation bitwise exclusive-or as big w-
bit words

4. a*b = multiplication integer modulo 2w

5. a<<<b = rotation of w-bit word to the left as
much as the number given by the least significant
Ig w bit of b.

6. a>>>b = rotation of a number of w-bit words to

the right by the number given by the least

significant Ig w bit of b.

The steps for encryption of the RC6 algorithm in
detail are as follows:
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1. The plaintext block is divided into 4 parts A, B, C
and D, each of which has a length of w bits or the
block length is divided 4. Then B and D are
added up (in modulo 2w) with the internal keys
S[0]and S[1].

Next in each round from 1 to r, do XOR and shift
to the left of A with f(x) shifted to the left by Ig
w, where f(x) = x* (2x+1) and x = B. After that
do the sum (in modulo 2w) with the internal key.
The same thing is also done for C with x = D.
Then swapping AB,BC,CDandD A

After the iteration is complete, the last step is to
add (in modulo 2w) A and C with the last two
internal keys. After all the blocks are divided into
4 parts put back together.

The RC6 algorithm is an iterated cipher, the main
strength of this algorithm lies in the iteration it does.
By doing repeated iterations using different keys, the
principles of confusion and diffusion are carried out
repeatedly, so security will be better.

The best attack to crack the RC6 algorithm is an
attack using exhaustive search aimed at the key
entered by the user or the internal key. For more
complex attacks such as differential and linear
cryptanalysis, it can be used to solve the RC6
algorithm that uses a small number of rotations, for
the number of rotations of 20 and above, this attack
cannot work well because it is difficult to find good
iterative characteristics or linear estimates[15][16].

3.2 Formation of Internal Keys

To generate the internal key sequence that will be
used during the encryption process, the RC6
algorithm performs a key building process that is
identical to the RC5 algorithm, the only difference
being in the RC6 algorithm, the number of words
taken from the key entered by the user when
encrypting or decrypting is more. The purpose of the
key development process is to build an array S of size
2r+4 from the user input key of b bytes (0 b 255), the
array will be used both in the encryption and
decryption process. The process of building internal
keys using two constants is called the "magic
constant”. The two magic constants Pw and Qw are
defined as follows:

Pw= Odd((e-2)2W) .....cvvverrererierees 1)
QW= 0dd((-1)2W) .eevvverririririerirennn )
Where:
E =2.7182818284859 (the base of the natural
logarithm)

=1.618022988749 (golden ratio)
Odd (x) is the closest odd integer to X, if x is even
then an odd integer is taken after x.
Here is a list of magic constants at various block
lengths in hexadecimal:
P16 = b7el
Q16 = 9e37
P32 = b7e15163



Q32 =9e3779h9

P64 = b7e151628aed2a6h

Q64 = 9e3779b97f4a7cl5

The key generated by this key generation process is
one-way, so this key generation process can be used
as a one-way hash function.

3.3 Use Case Diagram

The following is a display of the use case
diagram where the actors are the user and SMS RC6,
Inbox RC6, SMS Blowfish, Inbox Blowfish and
About. Can be seen in Figure 1

[

%

User \
Inbox Blowfish

Figure 1. Application Diagram Use Case

3.4 Activity Diagram of The Application

The following is an image of the application
activity diagram, which can be seen in Figure 2
below:

act Activity Diagram SMS Kriptografi

Pengirim

System Penerima

Wenulis
SMS

Enkripsi
SMS
>
g
SMS
Terkirim
SMS di
Deskripsi

Pesan
Tidak
Terkirim

Menerima
SMS

Figure 2. Application Activity Diagram

3.5 Application Diagram Sequence

The following is a display of the SMS RC6
sequence diagram and the SMS Blowfish sequence
diagram can be seen in Figure 3 and Figure 4 below.
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Figure 3. Application Activity Diagram

The following is a sequence diagram of SMS
Blowfish.
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Figure 4. Application Activity Diagram

3.6 Implementation
a. Main Menu Screen Display

Screen display The main menu will appear on the
smartphone screen when opening the application,
there are several menus including: SMS RC6 Menu,
RC6 Inbox Menu, SMS Blowfish Menu, Inbox
Blowfish Menu and About can be seen in Figure 5
below
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Figure 5. Main Menu Screen Display

b. RC6 SMS Screen Display

The SMS RC6 screen display will appear when
pressing the SMS RC6 menu where the user when you
want to send an RC6 SMS must fill in the destination
number, key and message then press the RC6
encryption button to see the results of the RC6
encryption algorithm and press the send button to
send SMS can be seen in Figure 6 below

BRome 5 @0 8% B 2040
SMS Kriptografi A3

No Tujuan

082281136841

Kunci

Pesan

| opa kabar

AADOZ2CETABCO924A59366203C7F50877

Figure 6. RC6 SMS Screen Display

c. Screen Display Of RC6 SMS Reading Menu

The screen display of the RC6 SMS reading menu
will appear when pressing a message in the SMS list
where there is a sender number, message, key and the
results of the RC6 algorithm description. that appears
in the results can be seen in Figure 7 below
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Figure 7. RC6 SMS Reading Menu Screen Display

d. Blowfish SMS Screenshot

The SMS Blowfish screen display will appear
when pressing the SMS Blowfish menu where the
user when you want to send a Blowfish SMS must fill
in the destination number, message and key then press
the send button then the message is encrypted by the
Blowfish algorithm and sent to the destination number

can be seen in Figure 8 below
oRCo®me ==
A3

_meﬂ

Figure 8. Blowfish SMS Screenshot

e. Blowfish Inbox Screenshot

The Blowfish Inbox screen display will appear
when pressing the Blowfish read button where there is
a Blowfish description key and a Blowfish Search
button, if the user wants to see the SMS description
results the user must fill in the key according to the
Blowfish encryption key then press the Blowfish
Search button to see the Blowfish algorithm
description results which will only appear, can be seen
in Figure 9 below
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Figure 9. Inbox Blowfish Screenshot

3.7 Result of implementation

In the tests carried out by sending SMS via a test
delivery number with Rivest Ciper 6 with the message
"how are you" with the key determination "27" then
the resulting encryption
AAD92CE1A8C0924A59366203 C7F50B77, while
using the same SMS text as the message "how are
you" with the determination of the key "27" In the

Blowfish Algorithm, the
glyKeloEQs5h5EY X7MnRgg encryption is
generated.

4. Conclusions And Suggestions

Based on the results of the tests carried out as
follows:

1. By using different key lengths in the encryption
process carried out on the same amount of text, the
processing time does not experience a big change

2 Compared to the RC6 and Blowfish algorithms, the
RC6 algorithm is a simpler, faster, and more
secure encryption algorithm.

3. The application of private key algorithms for SMS
encryption on smartphones can increase security.
An encrypted message cannot be read if it is not
decrypted using the correct key.
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